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SR.NO  TITLE  PG.NO 

1 

 A)  

Develop a secure messaging application where users can exchange 

messages securely using RSA encryption. Implement a mechanism for 

generating RSA key pairs and encrypting/decrypting messages. 

  

B)  
Allow users to create multiple transactions and display them in an 

organised format 
  

C) 

Create a Python class named Transaction with attributes for sender, 

receiver, and amount. Implement a method within the class to transfer 

money from the sender's account to the receiver's account. 

  

D)  
Implement a function to add new blocks to the miner and dump the 

blockchain. 
  

2 

 A)  Write a python program to demonstrate mining.   

B)  
Demonstrate the use of the Bitcoin Core API to interact with a 

Bitcoin Core node. 
  

C) 
 Demonstrating the process of running a blockchain node on your 

local machine. 
  

D)  Demonstrate mining using geth on your private network.   

3 

A) 

 Write a Solidity program that demonstrates various types of 

functions including regular functions, view functions, pure functions, 

and the fallback function. 

  

B)  
Write a Solidity program that demonstrates function overloading, 

mathematical functions, and cryptographic functions. 
  

C)  

Write a Solidity program that demonstrates various features 

including contracts, inheritance, constructors, abstract contracts, 

interfaces. 

  

D)  
Write a Solidity program that demonstrates use of libraries, 

assembly, events, and error handling. 
  

4   Write a program to demonstrate mining of Ether.   

5   Demonstrate the running of the blockchain node   
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PRACTICAL 01 

 

PRACTICAL NO 1(A) 

AIM: Develop a secure messaging application where users can exchange messages 

securely using RSA encryption. Implement a mechanism for generating RSA key pairs 

and encrypting/decrypting messages. 

CODE: 

# Install required library 

pip install pycryptodome 

 

# Import libraries 

from Crypto.PublicKey import RSA 

from Crypto.Cipher import PKCS1_OAEP 

import base64 

 

# Function to generate RSA key pair 

def generate_keys(): 

    key = RSA.generate(2048) 

    private_key = key.export_key() 

    public_key = key.publickey().export_key() 

    return private_key, public_key 

 

# Function to encrypt a message using public key 

def encrypt_message(message, public_key): 

    rsa_key = RSA.import_key(public_key) 

    cipher = PKCS1_OAEP.new(rsa_key) 

    encrypted_msg = cipher.encrypt(message.encode()) 

    return base64.b64encode(encrypted_msg).decode() 

 

# Function to decrypt a message using private key 

def decrypt_message(encrypted_message, private_key): 
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    rsa_key = RSA.import_key(private_key) 

    cipher = PKCS1_OAEP.new(rsa_key) 

    decoded_encrypted_msg = base64.b64decode(encrypted_message.encode()) 

    decrypted_msg = cipher.decrypt(decoded_encrypted_msg) 

    return decrypted_msg.decode() 

 

# Generate RSA keys for User A and User B 

private_key_A, public_key_A = generate_keys() 

private_key_B, public_key_B = generate_keys() 

print("RSA keys generated for both users.\n") 

 

# User A sends message to B 

message_from_A = "Hello B, this is a secure message from A!" 

encrypted_for_B = encrypt_message(message_from_A, public_key_B) 

print("Encrypted message sent from A to B:") 

print(encrypted_for_B) 

 

# User B decrypts message from A 

decrypted_by_B = decrypt_message(encrypted_for_B, private_key_B) 

print("\nDecrypted message by B:") 

print(decrypted_by_B) 

 

# User B sends message to A 

message_from_B = "Hi A, I received your secure message!" 

encrypted_for_A = encrypt_message(message_from_B, public_key_A) 

print("\nEncrypted message sent from B to A:") 

print(encrypted_for_A) 

 

# User A decrypts message from B 

decrypted_by_A = decrypt_message(encrypted_for_A, private_key_A) 
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print("\nDecrypted message by A:") 

print(decrypted_by_A) 

 

OUTPUT: 
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PRACTICAL NO (1B) 

AIM: Allow users to create multiple transactions and display them in an organised 

format 

CODE: 

# Install required library 

pip install pycryptodome 

 

# Import libraries 

from Crypto.PublicKey import RSA 

from Crypto.Cipher import PKCS1_OAEP 

import base64 

import datetime 

 

# RSA Key Generation 

def generate_keys(): 

    key = RSA.generate(2048) 

    private_key = key.export_key() 

    public_key = key.publickey().export_key() 

    return private_key, public_key 

 

# Encrypt message with recipient's public key 

def encrypt_message(message, public_key): 

    rsa_key = RSA.import_key(public_key) 

    cipher = PKCS1_OAEP.new(rsa_key) 

    encrypted = cipher.encrypt(message.encode()) 

    return base64.b64encode(encrypted).decode() 

 

# Decrypt message with recipient's private key 

def decrypt_message(encrypted_msg, private_key): 

    rsa_key = RSA.import_key(private_key) 
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    cipher = PKCS1_OAEP.new(rsa_key) 

    decrypted = cipher.decrypt(base64.b64decode(encrypted_msg.encode())) 

    return decrypted.decode() 

 

# Generate RSA keys for User A and User B 

private_key_A, public_key_A = generate_keys() 

private_key_B, public_key_B = generate_keys() 

 

# Store chat messages (transactions) 

chat_log = [] 

 

# Function to simulate sending a message 

def send_message(sender, receiver, msg, sender_priv, receiver_pub): 

    encrypted = encrypt_message(msg, receiver_pub) 

 

    # Select correct private key for receiver 

    receiver_private_key = private_key_A if receiver == 'A' else private_key_B 

    decrypted = decrypt_message(encrypted, receiver_private_key) 

 

    chat_log.append({ 

        "timestamp": datetime.datetime.now().strftime("%Y-%m-%d %H:%M:%S"), 

        "sender": sender, 

        "receiver": receiver, 

        "original": msg, 

        "encrypted": encrypted, 

        "decrypted": decrypted 

    }) 

 

# Simulate multiple secure transactions 

send_message('A', 'B', "Hello B, this is A!", private_key_A, public_key_B) 
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send_message('B', 'A', "Hi A, message received!", private_key_B, public_key_A) 

send_message('A', 'B', "Let's meet at 5 PM.", private_key_A, public_key_B) 

send_message('B', 'A', "Sure! See you then.", private_key_B, public_key_A) 

 

# Display all messages in an organized format 

print("\nSecure Chat Log:\n") 

 

for msg in chat_log: 

    print(f"[{msg['timestamp']}] {msg['sender']} ➜ {msg['receiver']}") 

    print(f"Original : {msg['original']}") 

    print(f"Encrypted: {msg['encrypted'][:60]}...") 

    print(f"Decrypted: {msg['decrypted']}") 

    print("-" * 70) 

 

OUTPUT: 
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PRACTICAL NO (1C) 
 
AIM: Create a Python class named Transaction with attributes for sender, receiver, and 
amount. Implement a method within the class to transfer money from the sender's 
account to the receiver's account. 
 

CODE: 

# Install required library 

pip install pycryptodome 

 

# Import libraries 

from Crypto.PublicKey import RSA 

from Crypto.Cipher import PKCS1_OAEP 

import base64 

 

# Function to generate RSA key pair 

def generate_keys(): 

    key = RSA.generate(2048) 

    private_key = key.export_key() 

    public_key = key.publickey().export_key() 

    return private_key, public_key 

 

# Function to encrypt a message using public key 

def encrypt_message(message, public_key): 

    rsa_key = RSA.import_key(public_key) 

    cipher = PKCS1_OAEP.new(rsa_key) 

    encrypted_msg = cipher.encrypt(message.encode()) 

    return base64.b64encode(encrypted_msg).decode() 

 

# Function to decrypt a message using private key 

def decrypt_message(encrypted_message, private_key): 

    rsa_key = RSA.import_key(private_key) 
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    cipher = PKCS1_OAEP.new(rsa_key) 

    decoded_encrypted_msg = base64.b64decode(encrypted_message.encode()) 

    decrypted_msg = cipher.decrypt(decoded_encrypted_msg) 

    return decrypted_msg.decode() 

 

# Generate RSA keys for User A and User B 

private_key_A, public_key_A = generate_keys() 

private_key_B, public_key_B = generate_keys() 

 

print("RSA keys generated for both users.\n") 

 

# User A sends message to B 

message_from_A = "Hello B, this is a secure message from A!" 

encrypted_for_B = encrypt_message(message_from_A, public_key_B) 

print("Encrypted message sent from A to B:") 

print(encrypted_for_B) 

 

# User B decrypts message from A 

decrypted_by_B = decrypt_message(encrypted_for_B, private_key_B) 

print("\nDecrypted message by B:") 

print(decrypted_by_B) 

 

# User B sends message to A 

message_from_B = "Hi A, I received your secure message!" 

encrypted_for_A = encrypt_message(message_from_B, public_key_A) 

print("\nEncrypted message sent from B to A:") 

print(encrypted_for_A) 

 

# User A decrypts message from B 

decrypted_by_A = decrypt_message(encrypted_for_A, private_key_A) 
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print("\nDecrypted message by A:") 

print(decrypted_by_A) 

 

OUTPUT: 
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PRACTICAL NO (1D) 

AIM: Implement a function to add new blocks to the miner and dump the blockchain. 

CODE: 

class Account: 

    def __init__(self, name, balance): 

        self.name = name 

        self.balance = balance 

 

    def deposit(self, amount): 

        self.balance += amount 

 

    def withdraw(self, amount): 

        if self.balance >= amount: 

            self.balance -= amount 

            return True 

        else: 

            return False 

 

    def __str__(self): 

        return f"{self.name} - Balance: ₹{self.balance}" 

 

 

class Transaction: 

    def __init__(self, sender: Account, receiver: Account, amount: float): 

        self.sender = sender 

        self.receiver = receiver 

        self.amount = amount 

 

    def process(self): 
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        print(f"Processing transaction of ₹{self.amount} from {self.sender.name} to 

{self.receiver.name}") 

 

        if self.sender.withdraw(self.amount): 

            self.receiver.deposit(self.amount) 

            print("Transaction successful!") 

        else: 

            print("Transaction failed: Insufficient balance.") 

 

 

# Example usage 

 

# Create two accounts 

user_A = Account("Priya", 1000) 

user_B = Account("Rahul", 500) 

 

# Display initial balances 

print("\nInitial Balances:") 

print(user_A) 

print(user_B) 

 

# Create and process a transaction 

txn = Transaction(sender=user_A, receiver=user_B, amount=300) 

txn.process() 

 

# Display updated balances 

print("\nUpdated Balances:") 

print(user_A) 

print(user_B) 
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OUTPUT: 
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PRACTICAL NO 02 

 

PRACTICAL NO (2A) 

AIM: Write a python program to demonstrate mining. 

CODE: 

import hashlib 

import time 

import json 

 

 

class Block: 

    def __init__(self, index, data, previous_hash, difficulty=4): 

        self.index = index 

        self.timestamp = time.time() 

        self.data = data 

        self.previous_hash = previous_hash 

        self.nonce = 0 

        self.difficulty = difficulty 

        self.hash = self.mine_block() 

 

    def compute_hash(self): 

        block_content = json.dumps({ 

            'index': self.index, 

            'timestamp': self.timestamp, 

            'data': self.data, 

            'previous_hash': self.previous_hash, 

            'nonce': self.nonce 

        }, sort_keys=True).encode() 

 

        return hashlib.sha256(block_content).hexdigest() 
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    def mine_block(self): 

        print(f"Mining block {self.index}...") 

        prefix = '0' * self.difficulty 

 

        while True: 

            hash_val = self.compute_hash() 

            if hash_val.startswith(prefix): 

                print(f"Block {self.index} mined with nonce {self.nonce}") 

                return hash_val 

            self.nonce += 1 

 

    def __repr__(self): 

        return json.dumps({ 

            'index': self.index, 

            'timestamp': self.timestamp, 

            'data': self.data, 

            'previous_hash': self.previous_hash, 

            'nonce': self.nonce, 

            'hash': self.hash 

        }, indent=4) 

 

 

class Blockchain: 

    def __init__(self, difficulty=4): 

        self.chain = [] 

        self.difficulty = difficulty 

        self.create_genesis_block() 

 

    def create_genesis_block(self): 
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        genesis = Block(0, "Genesis Block", "0", self.difficulty) 

        self.chain.append(genesis) 

 

    def add_block(self, data): 

        last_block = self.chain[-1] 

        new_block = Block(len(self.chain), data, last_block.hash, self.difficulty) 

        self.chain.append(new_block) 

 

    def print_chain(self): 

        print("\nBlockchain:") 

        for block in self.chain: 

            print(block) 

            print("-" * 60) 

 

 

# Example usage 

if __name__ == "__main__": 

    blockchain = Blockchain(difficulty=4)  # Proof-of-work difficulty 

 

    blockchain.add_block("Priya sent ₹200 to Rahul") 

    blockchain.add_block("Rahul sent ₹150 to Sneha") 

    blockchain.add_block("Sneha sent ₹100 to Ravi") 

 

    blockchain.print_chain() 
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OUTPUT: 
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PRACTICAL NO (2B) 

AIM: Demonstrate the use of the Bitcoin Core API to interact with a Bitcoin Core node. 

CODE: 

# Install required library 

pip install requests 

 

# Import libraries 

import json 

import requests 

from requests.auth import HTTPBasicAuth 

 

# --- CONFIGURE THIS --- 

RPC_USER = "ashish" 

RPC_PASSWORD = "strongpassword123" 

RPC_PORT = 8332 

RPC_HOST = "127.0.0.1"   # Or your node IP 

 

RPC_URL = f"http://{RPC_HOST}:{RPC_PORT}/" 

HEADERS = {'content-type': 'application/json'} 

 

# --- JSON-RPC FUNCTION --- 

def call_rpc(method, params=None): 

    if params is None: 

        params = [] 

 

    payload = json.dumps({ 

        "method": method, 

        "params": params, 

        "jsonrpc": "2.0", 

        "id": 1, 
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    }) 

 

    try: 

        response = requests.post( 

            RPC_URL, 

            headers=HEADERS, 

            data=payload, 

            auth=HTTPBasicAuth(RPC_USER, RPC_PASSWORD) 

        ) 

        response.raise_for_status() 

 

        result = response.json() 

 

        if result.get("error"): 

            print("RPC Error:", result["error"]) 

            return None 

 

        return result["result"] 

 

    except requests.exceptions.ConnectionError: 

        print("ERROR: Could not connect to Bitcoin Core. Is it running?") 

    except requests.exceptions.HTTPError as e: 

        print(f"HTTP Error: {e}") 

    except Exception as e: 

        print(f"Unexpected Error: {e}") 

 

    return None 

 

 

# --- MAIN CODE --- 
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if __name__ == "__main__": 

    print("Connecting to Bitcoin Core node...\n") 

 

    # 1. Blockchain info 

    info = call_rpc("getblockchaininfo") 

    if info: 

        print("Blockchain Info:") 

        print(json.dumps(info, indent=2)) 

 

    # 2. Latest block height 

    height = call_rpc("getblockcount") 

    if height is not None: 

        print(f"\nBlock Height: {height}") 

 

    # 3. Latest block hash 

    latest_hash = call_rpc("getblockhash", [height]) if height is not None else None 

    if latest_hash: 

        print(f"\nLatest Block Hash: {latest_hash}") 

 

    # 4. Block info 

    block = call_rpc("getblock", [latest_hash]) if latest_hash else None 

    if block: 

        print("\nLatest Block Data:") 

        print(json.dumps(block, indent=2)) 

 

    # 5. New address 

    address = call_rpc("getnewaddress", ["ashish_wallet"]) 

    if address: 

        print(f"\nNew BTC Address: {address}") 
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    # 6. Wallet balance 

    balance = call_rpc("getbalance") 

    if balance is not None: 

        print(f"\nWallet Balance: {balance} BTC") 

 

OUTPUT: 
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PRACTICAL NO (2C) 

AIM: Demonstrating the process of running a blockchain node on your local machine. 

CODE: 

# Install required library 

pip install flask requests 

 

# Import libraries 

import hashlib 

import json 

import time 

from flask import Flask, jsonify, request 

import requests 

from urllib.parse import urlparse 

import uuid 

import sys 

 

 

# ------------------------------- 

# Blockchain Class 

# ------------------------------- 

class Blockchain: 

    def __init__(self): 

        self.chain = [] 

        self.current_transactions = [] 

        self.nodes = set() 

        self.new_block(previous_hash='1', proof=100)  # Genesis block 

 

    def register_node(self, address): 

        parsed_url = urlparse(address) 

        if parsed_url.netloc: 
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            self.nodes.add(parsed_url.netloc) 

        elif parsed_url.path: 

            self.nodes.add(parsed_url.path) 

 

    def valid_chain(self, chain): 

        last_block = chain[0] 

        current_index = 1 

 

        while current_index < len(chain): 

            block = chain[current_index] 

 

            if block['previous_hash'] != self.hash(last_block): 

                return False 

 

            if not self.valid_proof(last_block['proof'], block['proof']): 

                return False 

 

            last_block = block 

            current_index += 1 

 

        return True 

 

    def resolve_conflicts(self): 

        neighbours = self.nodes 

        new_chain = None 

        max_length = len(self.chain) 

 

        for node in neighbours: 

            try: 

                response = requests.get(f'http://{node}/chain') 
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                if response.status_code == 200: 

                    length = response.json()['length'] 

                    chain = response.json()['chain'] 

 

                    if length > max_length and self.valid_chain(chain): 

                        max_length = length 

                        new_chain = chain 

            except: 

                continue 

 

        if new_chain: 

            self.chain = new_chain 

            return True 

 

        return False 

 

    def new_block(self, proof, previous_hash=None): 

        block = { 

            'index': len(self.chain) + 1, 

            'timestamp': time.time(), 

            'transactions': self.current_transactions, 

            'proof': proof, 

            'previous_hash': previous_hash or self.hash(self.chain[-1]), 

        } 

 

        self.current_transactions = [] 

        self.chain.append(block) 

        return block 

 

    def new_transaction(self, sender, recipient, amount): 
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        self.current_transactions.append({ 

            'sender': sender, 

            'recipient': recipient, 

            'amount': amount, 

        }) 

 

        return self.last_block['index'] + 1 

 

    @property 

    def last_block(self): 

        return self.chain[-1] 

 

    @staticmethod 

    def hash(block): 

        block_string = json.dumps(block, sort_keys=True).encode() 

        return hashlib.sha256(block_string).hexdigest() 

 

    def proof_of_work(self, last_proof): 

        proof = 0 

        while not self.valid_proof(last_proof, proof): 

            proof += 1 

        return proof 

 

    @staticmethod 

    def valid_proof(last_proof, proof): 

        guess = f'{last_proof}{proof}'.encode() 

        guess_hash = hashlib.sha256(guess).hexdigest() 

        return guess_hash[:4] == "0000" 
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# ------------------------------- 

# Flask API Setup 

# ------------------------------- 

app = Flask(__name__) 

 

node_id = str(uuid.uuid4()).replace('-', '') 

blockchain = Blockchain() 

 

 

@app.route('/mine', methods=['GET']) 

def mine(): 

    last_block = blockchain.last_block 

    proof = blockchain.proof_of_work(last_block['proof']) 

 

    blockchain.new_transaction(sender="0", recipient=node_id, amount=1) 

 

    block = blockchain.new_block(proof) 

 

    response = { 

        'message': "Block mined successfully!", 

        'index': block['index'], 

        'transactions': block['transactions'], 

        'proof': block['proof'], 

        'previous_hash': block['previous_hash'], 

    } 

    return jsonify(response), 200 

 

 

@app.route('/transactions/new', methods=['POST']) 

def new_transaction_api(): 



BLOCKCHAIN 

27 
PILLAI HOC COLLEGE OF ARTS SCIENCE AND COMMERECE 

    values = request.get_json() 

 

    if not values: 

        return 'No data received', 400 

 

    required = ['sender', 'recipient', 'amount'] 

    if not all(k in values for k in required): 

        return 'Missing fields', 400 

 

    index = blockchain.new_transaction(values['sender'], values['recipient'], 

values['amount']) 

 

    return jsonify({'message': f'Transaction will be added to block {index}'}), 201 

 

 

@app.route('/chain', methods=['GET']) 

def full_chain(): 

    return jsonify({'chain': blockchain.chain, 'length': len(blockchain.chain)}), 200 

 

 

@app.route('/nodes/register', methods=['POST']) 

def register_nodes(): 

    values = request.get_json() 

    nodes = values.get('nodes') 

 

    if nodes is None: 

        return "Error: Please provide a list of nodes", 400 

 

    for node in nodes: 

        blockchain.register_node(node) 
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    return jsonify({'message': 'Nodes registered successfully', 'nodes': 

list(blockchain.nodes)}), 201 

 

 

@app.route('/nodes/resolve', methods=['GET']) 

def consensus(): 

    replaced = blockchain.resolve_conflicts() 

 

    if replaced: 

        return jsonify({'message': 'Chain was replaced', 'chain': blockchain.chain}), 200 

    else: 

        return jsonify({'message': 'Chain is authoritative', 'chain': blockchain.chain}), 200 

 

 

# ------------------------------- 

# Run the Node 

# ------------------------------- 

if __name__ == '__main__': 

    try: 

        if 'ipykernel' in sys.modules: 

            port = 5000 

        else: 

            import argparse 

            parser = argparse.ArgumentParser() 

            parser.add_argument('-p', '--port', default=5000, type=int, help='Port to run the 

node on') 

            args = parser.parse_args() 

            port = args.port 

 

        app.run(host='0.0.0.0', port=port, debug=False, use_reloader=False) 
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    except Exception as e: 

        print("ERROR starting the node:", e) 

 

OUTPUT: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



BLOCKCHAIN 

30 
PILLAI HOC COLLEGE OF ARTS SCIENCE AND COMMERECE 

PRACTICAL NO (2D) 

AIM: Demonstrate mining using geth on your private network. 

CODE:  

 

# Install required library 

pip install web3 

# Install Ganache https://trufflesuite.com/ganache/ 

 

# Import libraries 

from web3 import Web3 

import time 

 

# ------------------------------- 

# Connect to Ganache 

# ------------------------------- 

GANACHE_URL = "http://127.0.0.1:7545" 

w3 = Web3(Web3.HTTPProvider(GANACHE_URL)) 

 

print("Connecting to Ganache...") 

 

if not w3.is_connected(): 

    print("❌ Cannot connect to Ganache. Make sure Ganache is running.") 

    exit() 

 

print("✅ Connected to Ganache") 

 

# ------------------------------- 

# Get Accounts 

# ------------------------------- 

accounts = w3.eth.accounts 
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sender = accounts[0] 

receiver = accounts[1] 

 

print("\nAccounts:") 

print("Sender  :", sender) 

print("Receiver:", receiver) 

 

# ------------------------------- 

# Check Balance 

# ------------------------------- 

sender_balance = w3.from_wei(w3.eth.get_balance(sender), 'ether') 

receiver_balance = w3.from_wei(w3.eth.get_balance(receiver), 'ether') 

 

print("\nInitial Balances:") 

print("Sender  :", sender_balance, "ETH") 

print("Receiver:", receiver_balance, "ETH") 

 

# ------------------------------- 

# Send Transaction 

# ------------------------------- 

print("\nSending transaction...") 

 

tx_hash = w3.eth.send_transaction({ 

    'from': sender, 

    'to': receiver, 

    'value': w3.to_wei(1, 'ether') 

}) 

 

print("Transaction Hash:", tx_hash.hex()) 
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# Wait for mining 

receipt = w3.eth.wait_for_transaction_receipt(tx_hash) 

print("Transaction mined in block:", receipt.blockNumber) 

 

# ------------------------------- 

# Updated Balances 

# ------------------------------- 

sender_balance = w3.from_wei(w3.eth.get_balance(sender), 'ether') 

receiver_balance = w3.from_wei(w3.eth.get_balance(receiver), 'ether') 

 

print("\nUpdated Balances:") 

print("Sender  :", sender_balance, "ETH") 

print("Receiver:", receiver_balance, "ETH") 

 

# ------------------------------- 

# Latest Block Info 

# ------------------------------- 

latest_block = w3.eth.get_block('latest') 

 

print("\nLatest Block Info:") 

print("Block Number :", latest_block.number) 

print("Miner        :", latest_block.miner) 

print("Timestamp    :", latest_block.timestamp) 

print("Transactions :", len(latest_block.transactions)) 
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OUTPUT: 
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PRACTICAL NO 3 

 

Practical 3(A) 

AIM: Write a Solidity program that demonstrates various types of functions including 

regular functions, view functions, pure functions, and the fallback function. 

CODE: 

// SPDX-License-Identifier: MIT 

pragma solidity ^0.8.0; 

 

contract FunctionTypes { 

    uint256 public count = 0; 

 

    // 1. REGULAR (State-Changing) FUNCTION 

    // This function modifies the blockchain state and costs Gas. 

    function increment() public { 

        count += 1; 

    } 

 

    // 2. VIEW FUNCTION 

    // Can READ state variables but CANNOT modify them.  

    // Free when called externally; costs gas if called by another contract. 

    function getCount() public view returns (uint256) { 

        return count; 

    } 

 

    // 3. PURE FUNCTION 

    // Neither reads nor modifies state. It only uses its own arguments. 

    // Perfect for math or utility calculations. 

    function add(uint256 a, uint256 b) public pure returns (uint256) { 

        return a + b; 
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    } 

 

    // 4. RECEIVE FUNCTION 

    // A special function triggered when Ether is sent with no data. 

    receive() external payable { 

        count += 10; // Logic executed when contract receives ETH 

    } 

 

    // 5. FALLBACK FUNCTION 

    // Triggered when a function call doesn't match any existing function name, 

    // or when data is sent to the contract that it doesn't understand. 

    fallback() external payable { 

        count = 999;  

    } 

} 

OUTPUT: 
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Practical 3(B) 

AIM: Write a Solidity program that demonstrates function overloading, mathematical 

functions, and cryptographic functions. 

CODE: 

// SPDX-License-Identifier: MIT 

pragma solidity ^0.8.0; 

contract FunctionExamples { 

// ===== Function Overloading ===== 

// Function 1: Add two numbers 

function getSum(uint a, uint b) public pure returns (uint) { 

return a + b; 

} 

// Overloaded Function: Add three numbers 

function getSum(uint a, uint b, uint c) public pure returns (uint) { 

return a + b + c; 

} 

// ===== Mathematical Functions ===== 

// Function to calculate power (exponentiation) 

function getPower(uint base, uint exponent) public pure returns (uint) { 

uint result = 1; 

for (uint i = 0; i < exponent; i++) { 

result *= base; 

} 

return result; 

} 

// Function to calculate modulo 

function getModulo(uint a, uint b) public pure returns (uint) { 

require(b != 0, "Division by zero"); 

return a % b; 

} 
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// ===== Cryptographic Function ===== 

// Function to hash a string using keccak256 

function getHash(string memory input) public pure returns (bytes32) { 

return keccak256(abi.encodePacked(input)); 

} 

} 

OUTPUT: 

 

Practical 3(C) 

AIM: Write a Solidity program that demonstrates various features including contracts, 

inheritance, constructors, abstract contracts, interfaces. 

CODE: 

// SPDX-License-Identifier: MIT 

pragma solidity ^0.8.0; 

// ------------------------------------ 

// Interface Example 

// ------------------------------------ 

interface ICalculator { 

function add(uint a, uint b) external pure returns (uint); 

function subtract(uint a, uint b) external pure returns (uint); 

} 

// ------------------------------------ 



BLOCKCHAIN 

38 
PILLAI HOC COLLEGE OF ARTS SCIENCE AND COMMERECE 

// Abstract Contract Example 

// ------------------------------------ 

abstract contract Shape { 

uint public sides; 

constructor(uint _sides) { 

sides = _sides; 

} 

function getSides() public view returns (uint) { 

return sides; 

} 

function area() public view virtual returns (uint); 

} 

// ------------------------------------ 

// Base Contract (Calculator Implementation) 

// ------------------------------------ 

contract Calculator is ICalculator { 

function add(uint a, uint b) public pure override returns (uint) { 

return a + b; 

} 

function subtract(uint a, uint b) public pure override returns (uint) { 

return a - b; 

} 

} 

// ------------------------------------ 

// Derived Contract (Inheritance + Constructor + Abstract Implementation) 

// ------------------------------------ 

contract Square is Shape, Calculator { 

uint public length; 

constructor(uint _length) Shape(4) { 

length = _length; 
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} 

// Overriding abstract function from Shape 

function area() public view override returns (uint) { 

return length * length; 

} 

} 

// ------------------------------------ 

// Another Derived Contract demonstrating Multi-level Inheritance 

// ------------------------------------ 

contract Cube is Square { 

constructor(uint _length) Square(_length) {} 

// Additional function 

function volume() public view returns (uint) { 

return length * length * length; 

} 

} 

 

OUTPUT: 
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Practical 3(D) 

AIM: Write a Solidity program that demonstrates use of libraries, assembly, 

events, and error handling. 

CODE: 

// SPDX-License-Identifier: MIT 

pragma solidity ^0.8.0; 

 

// ------------------------------------ 

// Library Example 

// ------------------------------------ 

library MathLib { 

function multiply(uint a, uint b) internal pure returns (uint) { 

return a * b; 

} 

} 

 

// ------------------------------------ 

// Custom Error Example 

// ------------------------------------ 

error DivisionByZeroError(); 

 

// ------------------------------------ 

// Main Contract 

// ------------------------------------ 

contract LibraryAssemblyEventsErrors { 

using MathLib for uint; 

 

uint public result; 

 

// Event Example 
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event CalculationResult(string operation, uint value); 

event AssemblyOperation(uint indexed input, uint output); 

 

// Function using Library and Events 

function multiplyUsingLibrary(uint a, uint b) public { 

result = a.multiply(b); 

emit CalculationResult("Multiplication", result); 

} 

 

// Function demonstrating Error Handling (require, revert, assert, custom error) 

function divide(uint a, uint b) public returns (uint) { 

if (b == 0) { 

revert DivisionByZeroError(); // Custom Error 

} 

 

uint divisionResult = a / b; 

assert(divisionResult >= 0); // Should always hold true for uint division 

emit CalculationResult("Division", divisionResult); 

return divisionResult; 

} 

 

// Function demonstrating Inline Assembly 

function squareUsingAssembly(uint x) public returns (uint) { 

uint output; 

assembly { 

output := mul(x, x) 

} 

result = output; 

emit AssemblyOperation(x, output); 

return output; 
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} 

} 

 

OUTPUT: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



BLOCKCHAIN 

43 
PILLAI HOC COLLEGE OF ARTS SCIENCE AND COMMERECE 

PRACTICAL NO 4 

AIM: Write a program to demonstrate mining of Ether. 

CODE: 

import hashlib 

import json 

from time import time 

 

class BlockchainNode: 

    def __init__(self): 

        self.chain = [] 

        self.pending_transactions = [] 

        # Create the genesis block (the first block) 

        self.create_block(proof=100, previous_hash='1') 

 

    def create_block(self, proof, previous_hash): 

        block = { 

            'index': len(self.chain) + 1, 

            'timestamp': time(), 

            'transactions': self.pending_transactions, 

            'proof': proof, 

            'previous_hash': previous_hash or self.hash(self.chain[-1]), 

        } 

        self.pending_transactions = []  # Reset pending transactions 

        self.chain.append(block) 

        return block 

 

    @staticmethod 

    def hash(block): 

        # We must make sure the Dictionary is Ordered, or we'll have inconsistent hashes 

        block_string = json.dumps(block, sort_keys=True).encode() 
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        return hashlib.sha256(block_string).hexdigest() 

 

    def proof_of_work(self, last_proof): 

        """ 

        Simple Proof of Work Algorithm: 

        - Find a number p' such that hash(pp') contains leading 4 zeroes 

        """ 

        proof = 0 

        while self.valid_proof(last_proof, proof) is False: 

            proof += 1 

        return proof 

 

    @staticmethod 

    def valid_proof(last_proof, proof): 

        guess = f'{last_proof}{proof}'.encode() 

        guess_hash = hashlib.sha256(guess).hexdigest() 

        return guess_hash[:4] == "0000" 

 

# --- Demonstration --- 

node = BlockchainNode() 

 

print("Mining block 1...") 

last_block = node.chain[-1] 

proof = node.proof_of_work(last_block['proof']) 

previous_hash = node.hash(last_block) 

block = node.create_block(proof, previous_hash) 

 

print(f"Block Mined! Hash: {node.hash(block)}") 

print(f"Entire Chain: {json.dumps(node.chain, indent=2)}") 
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OUTPUT: 

 

PRACTICAL NO 5 

 

AIM: Demonstrate the running of the blockchain node 

CODE: 

Step 1-> Create a folder named ethermine and a JSON file named genesis.json and write 

the following lines in it. 

{ 

"config": { 

"chainId": 3792, 

"homesteadBlock": 0, 

"eip150Block": 0, 

"eip155Block": 0, 

"eip158Block": 0 

}, 

"difficulty": "2000", 

"gasLimit": "2100000", "alloc": 

{ 

"0×0b6C4c81f58B8d692A7B46AD1e16a1147c25299F": { "balance": 

"9000000000000000000" 



BLOCKCHAIN 

46 
PILLAI HOC COLLEGE OF ARTS SCIENCE AND COMMERECE 

} 

} 

} 

 

Step 2-> Run command geth account new –datadir 

C:\Users\Achsah\Documents\MScIT\sem4\blockchain_practical\ethermine testnet-

blockchain 

 

Step 3-> Run command geth account new --datadir 

C:\Users\Achsah\Documents\MScIT\sem4\blockchain_practical\ethermine 
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Step 4->Run command geth --identity "localB" --http --http.port "8280"--

http.corsdomain "*" 

- http.api"db,eth,net,web3" –datadir 

"C:\Users\Achsah\Documents\MScIT\sem4\blockchain_practical\ethermine" --port 

"30303" - 

nodiscover --networkid 5777 console. This command will enable geth console. 

 

Step 5-> Run the command 

miner.setEtherbase('0xC050FE4d9bAc591d29538e2FD9cCA848B29489D0’) in the 

geth console 

Step 6-> Run the command miner.start() to start mining 

Step 7-> Below screen shorts are the mining processes running on your local machine 

Step 8-> To stop the mining process Ctrl+D 

 

 


